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1 Introduction

LoadUtil, is a firmware update and peripherals maintenance utility.

In fact, LoadUtil provides several Java utilities, but the most important ones are the SimpleFWUTool, a
graphical user interface tool, and the CUI tool, a console interface tool intended to be used without user
interaction.

Both tools internally utilize the so called FWU API that defines a hardware independent interface to
download firmware into devices, to configure devices, or to request device information such as firmware
versions, configurations, or statistics.

This user manual is intended to provide an overview of the functions and tools provided with LoadUtil.
Installation and uninstallation, configuration as well as logging are dealt with separately.

Supported operating systems, peripherals as well as requirements regarding the Java runtime
environment, system and device drivers, firmware versions and other software frameworks are also
covered in this manual. However, this information may change slightly for each LoadUtil version.
Therefore, please refer to the release notes of the corresponding LoadUtil version, as they will provide
more up-to-date information in this regard.

DieboldNixdorf.com
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2 General information
2.1 Environment at Diebold Nixdorf

LoadUtil 3 can be used on all released DN Retail systems under the LoadUtil 3 approved operating
systems.

The approved operating systems for each DN Retail system can be found within the current configurator
in the DN intranet portal (go to Intranet > Portfolio > Our Portfolio > Services > Configurator/Price list). In
case no access is granted to that site, a Diebold Nixdorf account manager must be contacted.

Details about the supported operating systems and peripherals as well as dependencies regarding
driver and firmware versions can generally be found in in chapter 3 - Specifications as well as the
respective LoadUtil 3 Release Notes.

2.2 License agreement / rights of use

The software LoadUtil 3 is subject to license and usage conditions. The exact wording of the End User
License Agreement can be found in the appendix, chapter 9.7 - End-user license agreement.

DieboldNixdorf.com
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3 Specifications

3.1 Product installer
3.1.1 Variants

LoadUtil 3 product installer are available as 32-bit and 64-bit versions for Windows and Linux based
operating systems. The installer variants (32 or 64-bit) are based on the process architecture of the Java
Virtual Machine (Java VM) architecture to be used. This means that e.g., when using a 32-bit Java VM
on a 64-bit operating system, the 32-bit LoadUltil installer needs to be used anyway.

The provided product installers follow the naming scheme:
Windows

¢ DNLoadUtil-MAJOR.MINOR.BUILD-x86.exe
e DNLoadUtil-MAJOR.MINOR.BUILD-x64.exe

Linux

e dn-loaduti-MAJOR.MINOR.BUILD-i386.rpm
e dn-loadutil-MAJOR.MINOR.BUILD-x86_x64.rpm

Example: DNLoadUtil-3.4.39-x86.exe

For a detailed listing of supported operating systems, see chapter 3.5 - Supported operating systems.
The currently available LoadUtil installer are listed in chapter 3.2 - Released installer versions.

Note: The LoadUtil 3 installers for Windows already include a suitable Java VM.
3.1.2 Default paths
Windows

LoadUtil 3 will be installed into the directory C:\Program Files\Diebold Nixdorf\Loadutil for architecture
identical installations (e.g., 32-bit on 32-bit Windows) and into C:\Program Files (x86)\Diebold
Nixdorf\Loadutil for architecture-non-identical installations (32-bit on 64-bit Windows) (in the document
further referred to as <LoadUltil installation directory>).

Configuration files are stored in C:\Program Files\Diebold Nixdorf\Loadutil\config (in the document
further referred to as <LoadUltil configuration directory>) and log files are stored in
C:\ProgramData\Diebold Nixdorf\Loadutil.

At the Windows Start menu, the LoadUtil installer adds all links into the directory Diebold Nixdorf
Loadutil by default.

Linux

On Linux, LoadUtil 3 will be installed into the directory /opt/dn/loadutil (in the document further referred
to as <LoadUltil installation directory>).

Configuration files are stored in /etc/opt/dn/loadutil/config (in the document further referred to as
<LoadUtil configuration directory>) and log files are stored TRNWEY188/dn/loadutil.

Systems Group Retail Products 9
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3.2 Released installer versions

Windows
e DNLoadUtil-3.4.39-x86.exe (for 32-bit Java VM)
e DNLoadUtil-3.4.39-x64.exe (for 64-bit Java VM)
Linux
e dn-loadutil-3.4.36-i386.rpm (for 32-bit Java VM)
e dn-loadutil-3.4.36-x86_64.rpm (for 64-bit Java VM)

3.3 Software requirements
3.3.1 Installation requirements

The conditions described in this chapter apply to the installation process only. The requirements at
runtime, such as additional system drivers for the devices to be addressed, can be found in chapter
3.3.2 - Runtime requirements or within the LoadUtil release notes.

Note: The installation of LoadULtil requires administrator permissions.

3.3.1.1  Minimum precondition
The installation of LoadULtil does not have any further preconditions.
3.3.2 Runtime requirements

The conditions described in this chapter only apply to the runtime of LoadUtil. The requirements for the
installation process can be found in chapter 3.3.1 - Installation requirements or within the LoadUtil
release notes.

3.3.2.1 Minimum precondition
The following software must be installed on the target system to use LoadUtil:
e Java Virtual Machine (version 8 or 11)

Note: The LoadUtil installer provides a suitable Java VM.

3.3.2.2 Driver dependencies

Some devices require additional system driver installed on the target system, which are not part of this
product.

Note: Further information regarding the correct driver version for each LoadUtil version can be found at
the related LoadUtil release notes. The table below may not be actual.

Note: The system drivers are aligned to the bit architecture of the underlying operating system.
Whereas the product is aligned to the bit architecture of the used JRE. This means, the LoadUtil
for 32-bit JVM still requires 64-bit drivers on a 64-bit Windows.

DieboldNixdorf.com
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Driver

Operating System

Affected Devices

probase fo_usb_drivers_cineo_32bit.msi
(version 1.4.31)

32-bit of

Windows® XP™,

Windows® POSReady 2009™,
Windows® 7™,

Windows® POSReady 7™,
Windows® 8.1™

CINEO C6010, C6020;
iButton, Special Electronics
at ACO and kiosk systems

probase fo_usb_drivers_cineo_64bit.msi
(version 1.4.31)

64-bit of

Windows® 7™,

Windows® POSReady 7™,
Windows® 8.1™

CINEO C6010, C6020;
iButton, Special Electronics
at ACO and kiosk systems

BNR_USB_Driver_2.1.0.zip

Windows® XP™ SP2,
Windows® 7™,
Windows® 8.1™,
Windows® POSReady 7™

iCash20

WN_POSUSB_Driver-2.50.0.0-44-setup.exe

Windows® XP™ (32-bit only),
Windows® POSReady 2009™
(32-bit only),

Windows® 7™,

Windows® POSReady 7™,
Windows® 8.1™

non-HID, non-cash USB
devices

DN_POSUSB_Driver-3.10.0.0-4-setup.exe

Windows® 7™,

Windows® POSReady 7™,
Windows® 8.1™
Windows® 10™

Note: Windows® 7™ 64-bit and
Windows® POSReady 7™ 64-bit
are not supported yet

non-HID, non-cash USB
devices

CINEO C6010, C6020;
iButton, Special Electronics
at ACO and Kiosk systems,
Retail Control Box/Board,
iCash45

DN_CDC Virtual COM_Port-1.0.0.0-2-
setup.exe

Windows® XP™ (32-bit only),
Windows® POSReady 2009™
(32-bit only),

Windows® 7™,

Windows® POSReady 7™,
Windows® 8.1™

Windows® 10 (64-bit only)

iCash30

Jcmvcom.sys

Windows® 7 ™"iifidiades@m
POSReady 7™

Note: For Windows 10 no
driver is needed

iCash40 (for FW download
via USB)

Systems Group Retail Products
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Note: The driver packages will be provided with the system pre-installations or as a separate download
on the DN website".

3.3.2.3 Firmware dependencies

The firmware versions listed below are the minimum version for LoadUtil. Newer firmware versions may
work. The respective tested and latest supported firmware versions can be found in the release notes of
the individual LoadUtil versions.

Note systems
The note systems have been tested with a Diebold Nixdorf test currency data set.

Component Firmware Booter Remarks
Version Version

BVM (MOVE_PWXX) 1340
C6010 RM3_POS SELV5 2810 1002

CEL_POS SELV5 1025 1011

SEL_PS 1026 1011

BVM (MOVE_AWAA) 1341

RM3_ATS SELV5 2810 1002
C6020 CEL_ATS SELV5 1025 1011

SEL_PS SELV5 1026 1011

SHUTTER 1050 1010
iCash10 Firmware C9a05

0130 for standard version of iCash20
and iCash20 with UV sensor
iCash20 MEI (Russia only)
2000 for standard version of iCash20
Advance?
iCash30 Firmware G001C
iCash40 Firmware 1.20.37
iCash60 Firmware 2.16
Coin systems
DieboldNixdorf.com

> DN website > SUPPORT > Reference Manuals, Drivers and Firmware Downloads > POS-/Kiosk-Systems,
Peripherals

2 jCash20 Advance = iCash20 with new HW revision level

Systems Group Retail Products 12
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The coin systems have been tested with the EUR currency data set.

Component Firmware Booter Remarks

Version Version

C1010 Acceptor Firmware 0454.0230 0389.0002
CLS Firmware 1509.0002 1552.0009
Coinlnput Firmware 0469.0016 Firmware Bundle 0043
Hopper Firmware 1004.0032 1101.0002
PowerBoard Firmware 0465.0203 0466.0010
C1010 Adv. Acceptor Firmware 0454.0254 0389.0002
CLS Firmware 1517.0005 1553.0018
Coinlnput Firmware 0469.0017 1101.0004 Firmware Bundle 0053
Hopper Firmware 1004.0033 0466.0010
PowerBoard Firmware 0465.0212
C1030 CM3S-R_FW 1117 Firmware Bundle 59
iCash15e Firmware 04.46
iCash45 Firmware 1.24
iCash65 Firmware 01.13

Other devices

Device Firmware component Firmware Version Remarks
Retail Control Box Booter 01.01

Loader 01.02

Firmware 02.04

3.4 Supported peripherals

Below is a list of the devices supported by LoadUtil 3. Please note that this list may be subject to minor
changes for each LoadUtil version. The list that matches the respective LoadUtil 3 version is part of the
corresponding release notes. _—

CashChanger
e DN cash changer CINEO C1010 (incl. C1010 Adv.)

Systems Group Retail Products 13
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DN cash changer CINEO C1020
DN cash changer CINEO C1030 (Windows only)
DN cash changer iCASH 15

DN cash changer iCASH 15e
DN cash changer CINEO C6010
DN cash changer CINEO C4060
DN cash changer CINEO C6020
DN cash changer iCASH 10

DN cash changer iCASH 20

DN cash changer iCASH 30

DN cash changer iCASH 40

DN cash changer iCASH 45

DN cash changer iCASH 60

DN cash changer iCASH 65

POSPrinter
¢ DN single-station thermal printer TH250

Tonelndicator

DN ACO SEL (special electronic) at OPT

DN ACO SEL (special electronic) at CINEO C1030

DN ACO SEL (special electronic) at DN ACO-Kiosk-Box
DN ACO SEL (special electronic)

DN ACO SEL (special electronic) at DN SCO compact

SEL
e DN RCB/RIOC (special electronic)

3.5 Supported operating systems
LoadUtil 3 supports and is released for the following operating systems:
Windows

Windows 10 loT Enterprise (x86/x64)
Windows 10 Professional (x86/x64)
Windows 8.1 Industry Embedded (x86/x64)
Windows 8.1 Professional (x86/x64)
Windows POSReady 7 (x86/x64)

Windows 7 Professional (x86/x64)

Linux

e WNLPOS 4 (i386/x86_64) ' .
e WNLPOS 3 (|386) DieboldNixdorf.com

Systems Group Retail Products 14
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4 Installation

4.1 Prerequisites

The installation of LoadUtil should only be carried out on the operating systems supported by LoadUtil
(see chapter 3.5 - Supported operating systems).

The use of LoadUtil require additional software components and / or frameworks (see chapter 3.3 -
Software requirements).

4.2 Installation under Windows

The product installer may run in interactive mode as well as in silent mode. It also provides the
possibility of performing so-called unattended installations based on an initial master installation.

4.2.1 Interactive installation

The product installer provides an interactive mode, where the end user can:
o define the Windows start menu shortcut group name

Example: Interactive installation

Note: The setup can be cancelled on each step by clicking the [Cancel] button. If the setup is
already in the step of copying files, then the installation abort will roll back the changes done
to the system. Before this step, nothing will have happened to your system. By clicking the
[Back] button, you can go a step back in the setup if needed.

After launching the LoadUtil 3 installer, one of the following welcome screens will appear

Dialog: Welcome to Setup Wizard

o Setup - Diebold Nixderf Loadutil (32-bit JVM) — * o Setup - Diebold Nixdorf Loadutil (64-bit JVM) — e

Welcome to the Diebold Nixdorf Welcome to the Diebold Nixdorf
Loadutil (32-bit JVM) Setup Loadutil (64-bit JVM) Setup
Wizard Wizard

Diebold Nixdorf This will install Diebold Mixdorf Loadutil (32-bit VM) version Diebold Nixdorf This will install Diebold Mixdorf Loadutil (54-bit VM) version
3.1,133 on your computer, 3.1,133 on your computer,

i Itis recommended that you dose all other applications before i It is recommended that you dose all other applications before
Loq du tl I continuing. Loq du tl I continuing.

Click Next to continue, or Cancel to exit Setup. Click Next to continue, or Cancel to exit Setup.

DieboldNixdorf.com
» Click the [Next] button to go on with the setup.

Systems Group Retail Products 15
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Dialog: License Agreement

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Ll

End User License Agreement
L oadutil
IMPORTANT - READ CAREFULLY
This End User License Agreement ("EULA") is a legal agreement
hatraan tha linancas aither an indridnal ae o cinada st Srne™
®ia
(D1 do not accept the agreement

< Back Cancel

o Setup - Diebold Nixdorf Loadutil (32-bit JVM) - X

DN

o Setup - Diebold Nixdorf Loadutil (64-bit JVM) e

DN

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

End User License Agreement

Loadutil

IMPORTANT - READ CAREFULLY
This End User License Agreement ('"EULA") is a legal agreement

rrasn tha lnancaa athar an indrddinal ce o cdaala st Sraae™

< Back

Cancel

» Choose [l accept the agreement] after reading.

» Click the [Next] button.

Dialog: Select Components

In this dialog, one of the predefined installation profiles can be selected. Alternatively, you can create

your own installation using the [Custom installation] profile and selecting the appropriate components.

o Setup - Diebold Nixdorf Loadutil (32-bit JVM) - X

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

full installation HRYS

Diebold Mixdorf Firmware Update Utility

109,9 MB

Current selection requires at least 119,6 MB of disk space.

< Back Cancel

DN

o Setup - Diebold Nixdorf Loadutil (64-bit JVM)

*

DN

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

Select Components
Which components should be installed?

R

Diebold Mixdorf Firmware Update Utility 116,2 MB
Current selection requires at least 125,9 MB of disk space.

» Select the components to install by using one of the installation profiles.

» Click the [Next] button.

Systems Group Retail Products

DieboldNixdorf.com
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o Setup - Diebold Nixderf Loadutil (32-bit JVM) — * o Setup - Diebold Nixdorf Loadutil (64-bit JVM) — e
Select Components Select Components
Which components should be installed? Which components should be installed?
Select the components you want to install; dear the components you do not want to Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue. install. Click Next when you are ready to continue.
Lustom installation P Lustom installation
Diebold Mixdorf Firmware Update Utility

109,9 MB

R

Diebold Mixdorf Firmware Update Utility 116,2 MB

Current selection requires at least 119,656 MB of disk space.

Current selection requires at least 125,29 MB of disk space.

» Alternatively, choose [Custom installation] and check the features you want to install from the
list.

» Click the [Next] button.

Dialog: Select Start Menu Folder

o Setup - Diebold Nixderf Loadutil (32-bit JVM) — * o Setup - Diebold Nixdorf Loadutil (64-bit JVM) — e
Select Start Menu Folder Select Start Menu Folder

Where should Setup place the program's shortcuts? m Where should Setup place the program's shortouts? m

8
Setup will create the program's shortcuts in the following Start Menu folder, Setup will create the program's shortcuts in the following Start Menu folder.
[e—
To continue, dick Mext. If you would like to select a different folder, dick Browse.,
iebold Nixdorf Loadutil

To continue, dick Next. If you would like to select a different folder, dick Browse.
iebold Mixdorf Loadutil

Browse...

Browse...

» Specify a start menu folder for this LoadUtil version.

» Click the [Next] button.

DieboldNixdorf.com
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Dialog: Ready to Install

The installer is ready to proceed with the installation and provides an installation summary for letting

you check all your previously made choices.

o Setup - Diebold Nixdorf Loadutil (32-bit JVM) - X

Ready to Install

Setup is now ready to begin installing Diebold Mixdorf Loadutil (32-bit 7VM) on
your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Setup type:
Custom installation

Selected components:
Diebold Mixdorf Firmware Update Utility

Start Menu folder:
Diebold Nixdorf Loadutil

DN

o Setup - Diebold Nixdorf Loadutil (64-bit JVM) — e
Ready to Install
Setup is now ready to begin installing Diebold Mixdorf Loadutil {54-bit JvM]) on m
your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Setup type:
Custom installation

Selected components:
Diebold Mixdorf Firmware Update Utility

Start Menu folder:
Diebold MNixdorf Loadutil

» Click the [Install] button.

Dialog: Installing

This dialog shows you the current installation step and the overall progress of the installation. Please
wait until the installer finishes this step, except you want to cancel the installation (click the [Cancel]

button if so).

Extracting files...
C:\Program Files (x86)\Diebold Nixdorf\Loadutil{ib\dnoadutil-icash40.jar

E  Cancel

o Setup - Diebold Nixderf Loadutil (32-bit JVM) — * o Setup - Diebold Nixdorf Loadutil (64-bit JVM) — e
Installing Installing
Please wait while Setup installs Diebold Mixdorf Loadutil {32-bit VM) on your m Please wait while Setup installs Diebold Mixdorf Loadutil (64-bit VM) on your m
computer., computer,

Extracting files...
C:\Program Files'\Diebold Mixdor fiLoadutil{ibYjdd-bnr jar

E  Cancel

Systems Group Retail Products

DieboldNixdorf.com
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Dialog: Completing the Setup

If no error had been encountered and everything had been finished successfully, you are going to see
a last dialog, informing you that the installation is complete.

o Setup - Diebold Nixderf Loadutil (32-bit JVM) — o Setup - Diebold Nixdorf Loadutil (64-bit JVM) —

Completing the Diebold Nixdorf Completing the Diebold Nixdorf
Loadutil (32-bit JVM) Setup Loadutil (64-bit JVM) Setup
Wizard Wizard

Diebold Nixdorf Setup has finished installing Diebold Mixdorf Loadutil (32-bit Diebold Nixdorf Setup has finished installing Diebold Mixdorf Loadutil (54-bit
JVM) on your computer. The application may be launched by 1¥M) on your computer, The application may be launched by
selecting the installed icons. selecting the installed icons.

- -
Loq du tl I Click Finish to exit Setup. Loq du tl I Click Finish to exit Setup.

» Click [Finish] to end the installation.

4.2.2 Silent installation

A silent installation of LoadUtil 3 is possible. For this, the product installer must be called with the
/SILENT parameter via the command line.

During a silent installation, the wizard and other background windows are not displayed. However, a
window showing the progress of the installation is displayed.

If this window is not to be displayed, you should use the completely silent installation mode with the
/VERYSILENT parameter.

4.2.3 Unattended installation
As with silent installation, an unattended installation with command line parameters is also possible.

To do this, a supervised installation on a system must be executed with the parameter
/SAVEINF="pathToFile" in the first step. The following installation must be carried out with all necessary
specifications and settings. These settings and changes to the setup are stored in the specified file.

With this file, the product installer, and the setup parameters /LOADINF="pathToFile" as well as
/SILENT or /VERYSILENT, this recorded installation can now be run automatically, still, and unattended
on other systems.

4.3 Installation under Linux

The current LoadUtil 3 installer is based on the RPM PackqggoMG&m, which is common on “Red Hat’-
based operating systems. Please note that RPM does not natively support an interactive user mode.

The installation of LoadUtil can normally be started from the desktop with a double click on the
installation package or can be started from the terminal console by using of the following command:

Systems Group Retail Products 19
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rpm -ihv dn-loadutil-<version number>-<architecture>.rpm

Example:

rpm -ihv dn-loadutil-3.1.132-x86 64.rpm

After the RPM Package Manager has solved all dependencies, the LoadUtil 3 components are installed.
The installation progress and further information will be displayed on the console or the progress
window.

Note: The product installer will always install the complete content.

4.4 Update installation

An already installed LoadUtil may be updated by a newer version if the major version between installed
version and update does not differ.

The update can be done with the following command within a terminal console:
rpm —-Uhv dn-loadutil-3.<minor version>.<build number>-<architecture>.rpm
Note: Since LoadUltil 3 strictly separates the installation files from user data, all customer-specific
configuration files are preserved.
4.5 Upgrade installation

There is no upgrade mechanism for older installations like LoadUtil 2 from ProBase Retail or even
LoadUtil 1 (aka Printer Tools) available. Therefore, it is recommended to manually remove all these
preceding versions before the installation of LoadUtil 3.x.

DieboldNixdorf.com
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5 Uninstallation

5.1 Uninstallation under Windows

The product uninstaller will remove all components, previously installed by the product installer, even if
the profile has been changed by subsequent installation attempts. See Inno-Setup documentation?® for
details.

5.1.1 Interactive uninstallation
There are three possibilities offered to run the uninstallation of the product interactively:

e direct call of the uninstaller unins000.exe located under the directory <LoadUtil installation-
directory>\Uninstall-Loadutil

e use the Windows start menu entry Uninstall Diebold Nixdorf Loadutil (xx JVM) at the location
Start Menu > all programs > Diebold Nixdorf Loadutil

e or use the Windows system tool with Control Panel > Add or Remove Programs

Note: Itis recommended not to call the uninstaller directly from the Windows Explorer, as the
uninstallation log will not be created (see chapter 7.2 - Logging during uninstallation for more
details).

5.1.2 Silent uninstallation

Like for the installation, it is also possible to execute the uninstaller silently by applying the command
line argument /SILENT or /VERYSILENT.

Example:

"C:\Program Files\Diebold Nixdorf\Loadutil\Uninstall-Loadutil\
unins000.exe" /LOG="C:\ProgramData\Diebold
Nixdorf\RSS\Loadutil\uninstall PBS.log" /SILENT

Note: Unlike the installation, the uninstallation log is not activated by default, and therefore, it is
recommended to call the uninstaller with the /LOG="PathToLogFile” switch also (see chapter 7.2
- Logging during uninstallation for more details).

DieboldNixdorf.com

3 http://www.jrsoftware.org/ishelp/
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5.2 Uninstallation under Linux

To uninstall LoadUtil 3, the RPM Package Manager is used as in the installation. The following call on
the terminal console deletes all installed LoadUtil components and services, even if they have been
modified subsequently:

rpm —e dn-loadutil-3.<minor version>.<build number>-<architecture>
or
rpm —e dn-loadutil

Example:

rpm —e dn-loadutil-3.0.0-x86 64

On WNLPOS 3 the system tool is called Add/Remove Software and can be found under System >
Administration. Search for the packages containing dn-load, uncheck the LoadUtil package and apply
these changes to remove the LoadUtil package.

o Add/Remove Software

System Filters Selection Help

[@ dn-load l Find 4a— , Diebold Nixdorf Loadutil libraries

@ All packages
¢ Package collections |2

-hm dn-loadutil-3.1-132 (i386)

@ Newest packages L
@ Selected packages

@ )

This package contains Diebold Project: Homepage
@ All packages Nixdorf's Loadutil. (For support please Group: Other
: contact ’
{= Package collections retailswsupport@dieboldnixdorf.com). | License: Commercial
@ Newest packages Installed size: 94.8 MB
B Selected packages =

Figure 1: WNLPOS 3-system tool - Add/Remove Software

DieboldNixdorf.com
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6 Configuration

6.1 Logging Configuration

The LoadUtil logging can be activated with different degrees and different depths. It is possible to define
logging globally, for individual device classes or for special devices. It is also possible to use different log
levels, whereby the DEBUG log level should be sufficient.

Windows

The detail level and extent are determined by the WN logger configuration wn-logger.properties under
<LoadUltil configuration directory>.

To adjust the WN logger output, the following parameters can be modified.

Parameter Meaning

log4j.appender.rollindfile.File Path and name for the log file;
Default is C:/ProgramData/Diebold
Nixdorf/RSS/loadutil/loadutil.log

Note: The path disclosure must be done with slashes ,/*
instead the usual backslashes ,\“ (Linux style).

log4j.appender.rollingfile.MaxFileSize The maximum size for the log file;
Default is 1MB

log4j.appender.rollingfile.MaxBackuplndex Maximum number of log file backups for log file rotation;
Default is 10

Linux

The detail level and extent are defined by the WN logger configuration wn-logger.properties under
<LoadUltil configuration directory>.

To adjust the WN logger output, the following parameters can be modified.

Parameter Meaning

log4j.appender.rollingfile.File Path and name for the log file;
Default is var/log/dn/loadutil/loadutil.log

log4j.appender.rollingfile.MaxFileSize The ma).(imui oﬁjﬁi?dg%me log file;
Default is 1

log4j.appender.rollingfile.MaxBackuplndex Maximum number of log file backups for log file rotation;
Default is 10
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With the default settings, the LoadUtil logger already records basic diagnostic information into one log
file and intensive information into a separate log file as defined above.

Note: To deactivate the intensive logging the line log4j.logger.Loadutil=Trace, rollingfile must be
commented out.

6.2 GUI Configuration

It is possible to change and/or deactivate the device names listed in the drop-down menu device at the
SimpleFWUTool. For that, the device names within the FWU modules related configuration file, stored
within the <LoadUtil configuration directory>, needs to be changed.

These configuration files are line-oriented property-files (*.properties), where empty lines are allowed
and all lines starting with ‘#’ are interpreted as comment. All other lines must follow the format
<key>=<value>, where the device name relates to the key and the to be used FWU-module relates to
the value. To deactivate a device name, the related entry needs to be commented with ‘#'.

Example:

ICASH_15=com.wn.retail. firmwarehandling.FWUDevicelcashCoinRecycler

Note: The device name changes affect the CUI tool also.

6.3 CUI Configuration

Aside from the parameter used at the CLI tool call (for more details, please refer to chapter 8.2.7 -
Parameter), it is possible to use pre-defined configuration files for the devices.

Some configuration file examples are stored in cuitool under <LoadUlil installation directory>.

The CUI tool configuration file itself should contain all information LoadUtil needs to perform the tasks.

Such a configuration file is a line-oriented property-file where empty lines are allowed and every line
starting with '#' is interpreted as a comment. All other lines must be of format <key>=<value>.

The following table shows all keys defined:

Key Meaning

deviceName device specific name (see CUI tool parameter -d <device>)

port such as COM1 or /dev/ttyS3

baudrate such as 4800, 9600, 19%@goldmxgg}igrﬁetting depends on hardware
setting

parity llNll, llnonell, llOll, "Odd", llEll, llevenll’ llMll, llmarkll, "S", Or. "Space"_ Valid
setting depends on hardware setting
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Key Meaning

databits "8", "7", "6", or "5". valid setting depends on hardware setting
stopbits "1", "1.58", or "2". valid setting depends on hardware setting
flowControl "none", "N", "xonxoffin", "xin", "xonxoffout", "xout", "xonxoff", "x",

"rtsctsfin”, "rin", "rtsctsout", "rout", "rtscts”, or "r". valid setting depends
on hardware setting

forceDownload "true" or "false", see CUI tool parameter -F
getVersionsOnly "true" or "false", see CUI tool parameter -r
file<index> file with a specific index (index starts at 1)
type<index> type of the corresponding file. Usually, the file type is detected

automatically and does not need to be specified here. However, for
some files it may be required to specify the type. See CUI tool
parameter -t <type1> for a list of available type identifiers.

It is possible to change the device names available for the CUI tool. For that, the device names within
the FWU modules related configuration file, stored within the <LoadUtil configuration directory>, needs
to be changed.

These configuration files are line-oriented property-files (*.properties), where empty lines are allowed
and all lines starting with ‘# are interpreted as comment. All other lines must follow the format
<key>=<value>, where the device name relates to the key and the to be used fwu-module relates to the
value. To deactivate a device name, the related entry needs to be commented with ‘#'.

Example:

ICASH_15=com.wn.retail.firmwarehandling.FWUDevicelcashCoinRecycler

Note: The device name changes affect the SimpleFWUTool (the LoadUtil GUI tool) also.

DieboldNixdorf.com
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7 Logging

7.1 Logging during installation
Windows

The logging for the installation process is always activated. If the installer is not called with the
parameter /LOG="filename", the setup logging file will be stored in the %TMP% directory* with a unique
filename based on the current date according to the pattern Setup Log yyyy-mm-dd #<number>.txt.

Example:
Setup Log 2019-04-16 #002.txt

Linux

The current LoadUtil installer is based on RPM Package Manager, which does not provide additional
options to log the installer activities separately. All activities of the RPM package will be registered within
the /var/lib/rom database. This database can be queried at any time and the output can be formatted as
needed and be saved to a dedicated file.

Example:

rpm -ga | grep dn-loadutil

7.2 Logging during uninstallation
Windows

The logging feature for the uninstallation process cannot be generally activated as it is for the installation
process. Therefore, and to activate logging for the uninstallation process, the parameter
/LOG="filename" must be appended to the uninstaller call.

The uninstallation logging has the following limitations:

o If the uninstaller is called directly (and without giving the /LOG option), then no uninstallation log
is created.

e The uninstaller cannot append a counter to the log file name as the installer can. Therefore, only
one uninstallation log per defined name is possible. If the product has been installed/uninstalled
multiple times, the uninstallation log will always be re-written.

Note: We recommend using the product version number as well as the date and/or the time within the
log file name (e.g., ILOG=%TMP%/Uninstall_<LoadUtil>-<Version>.<Build>.%DATE%.log).

Linux

Like the installation, the uninstallation has the same logging mechanism. All activities of the ProBase
Store RPM package are registered or de-registered within the /var/lib/rom database.

DieboldNixdorf.com

4 defined as system and/or user environment variable
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7.3 LoadUtil logging

LoadUtil uses the same WN logger named logging mechanism as ProBase Store, which is based on the
open-source logging concept log4j°® and uses the log4;j libraries derived from it in version 1.2.17.

The LoadUltil logging can be activated with different degrees and different depths. It is possible to define
logging globally, for individual device classes or for special devices. It is also possible to use different log
levels, whereby the DEBUG log level should be sufficient.

Windows

The LoadUltil Logging is generally active. The detail level and extent are determined by the WN logger
configuration wn-logger.properties under <LoadUtil configuration directory>. For more details, please
refer to chapter 6.1 - Logging Configuration.

Linux

The LoadUltil logging is generally active. The detail level and extent are defined by the WN logger
configuration wn-logger.properties under <LoadUltil configuration directory>. For more details, please
refer to chapter 6.1 - Logging Configuration.

DieboldNixdorf.com

5 http://logging.apache.org/log4j/1.2/
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8 Tools

8.1 LoadUtil GUI Tool

The intention of LoadUtil GUI Tool is to simple load files to devices or to query information from devices

interactively without the need to add all parameter and options manually at the command line. This

LoadUtil GUI tool is also known as SimpleFWUTool.

Windows

The SimpleFWUTool can be started either from the Windows Start menu at Start Menu > All Programs

> Diebold Nixdorf Loadutil > Start Loadutil or directly with the batch file startLoadutil.bat from the

directory <LoadUltil installation directory>.

Linux

The SimpleFWUTool can be started directly with the Shell-script startLoadutil.sh from the directory

<LoadUtil installation directory>.

The SimpleFWUTool is then presented as follows.

i FWU Simple Tool (1.1.22) ===
device: c1010 b 4
file 1 Browse M
file 2 Browse | 8
file 3 Browse
file 4 Browse |
0%
Exit About get.. Download
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Within the SimpleFWUTool just the device and the files to be loaded needs to be specified. For this,
please choose on of the devices from the drop-down menu at the top-section as well as add or browse
to the firmware, configuration, or currency data files in the mid-section.

Note: Loading multiple files at once to the same device is possible but must be supported from the
device itself.

O FWU Simple Tool (L1.22) EI@

device: CINEO_6020 h

file 1 C\ProgramData\Diebold NixdoRSSHirmware\CE02MEM3IRM3_ATS.BTR Browse |
file 2 C\ProgramData\Diebold MixdomRSSHirmware\CE020MRM329200RM3_ATS.FRM Browse | 8
file 3 CA\ProgramData\Diepold NixdoRSSMirmware\CE02MBYM1 34 TIMOVE_AWAA FRM. dfux Browse
file 4 C\ProgramData\Diebold MixdofRSSWirmware\CE02MSELVE\CEL_ATSVCEL_ATS.BTR Browse |
0%
Exit About get... Download

» Click the [Next] button to go on with the setup.Click [Download] to load the defined files to the
device. The progress bar will show the status of this step.

Note: Click [get...] to retrieve and display the currently loaded modules and their versions.

8.2 LoadUtil CUI Tool

The intention of LoadUtil CUl is to simple load files to devicesdintdeduery information from devices
without the need of user interaction during the runtime of the tool.

All required information to perform the task needed is given by command line arguments so this tool
may be remotely triggered or may be included in startup scripts.
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Windows

To use LoadUtil as a CUI tool, the batch file startLoadutil.bat from the directory <LoadUtil installation
directory> must be called with additional arguments.

Example:

startLoadutil.bat -cuicfg <configfile>

Linux

To use LoadUtil as a CUI tool, the Shell-script startLoadutil.sh from the directory <LoadUtil installation
directory> must be called with additional parameter.

Example:

startLoadutil.sh -cuicfg <configfile>

8.2.1 Parameter

The recommended way to specify parameter needed is to use the -cuicfg command line option that must
be followed by a file name representing a CUI tool configuration file. Such a configuration file usually
contains all information required to run the CUI tool.

It is also possible to specify the configuration by explicit program arguments.

The following table lists all available parameter of the CUI tool:

Parameter Meaning

-cuicfg <configfile> Specifies a configuration file that contains required input to run the CUI
Tool.
-d <device> Specifies the device name that is to be handled by the CUI tool. The
available device names valid here correspond to the names listed in the
SimpleFWUTool.
DieboldNixdorf.com
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Parameter Meaning

-p <port>[...] For RS232 devices at least the port the device is connected to need to
be specified by this option. Additionally, the baudrate, parity, databits,
stopbits and flow control can be specified. If no additional settings are
specified device dependent default values will be used. In order to
specify all serial line parameter, the following order must be used:

-p <port> <baudrate> <parity> <databits> <stopbits> <flowControl>

Where <port> is to be replaced by the COM port: such as COM1 or
/dev/ttyS5.

Possible values for <parity>: "N", "none", "O", "odd", "E", "even", "M",
llmarkll’ IIS", OI' "Space"

Possible values for <databits>: "8", "7", "6", or "5"

Possible values for <stopbits>: "1", "1.5", or "2"

Possible values for <flowcontrol>: "none", "N", "xonxoffin", "xin",
"xonxoffout", "xout", "xonxoff", "x", "rtsctsfin", "rin", "rtsctsout", "rout",
"rtscts", or "r"

Valid values depend on the respective device and need to match the
settings of the hardware!

-f <file1> [<file2>] ... Specifies on or more file to be loaded, if omitted the settings of
configuration file is used.

-t <type1> [<type2>] ... Specifies the type of the file(s) that are to be loaded. If omitted the
settings of configuration file is used.

Usually, the file types don’t need to be specified as the respective
modules can detect the file types. But for those files that cannot be
validated the file type is to be specified.

The following types are known to the CUI tool:

ANY, BOOTER, CDS, CODE, DATA, DEVICE_CONFIG, FIRMWARE,
FONT_EXTENDED, FONT_NORMAL, KEYBOARDTABLE, LOADER,
LOADER_VERIFICATION, LOGO, MAPPINGTABLE, PUTEST,
STATISTICS, USER1, USER2, USER3, CINEO_CEL_BTR,
CINEO_CEL_BOOTER, CINEO_CEL_FRM, CINEO_CEL_FIRMWARE,
CINEO_SEL_BTR, CINEO_SEL_BOOTER, CINEO_SEL_FRM,
CINEO_SEL_FIRMWARE, MOVE_BTR, MOVE_BOOTER,
MOVE_CDS, MOVE_FRM, MOVE_FIRMWARE, RM3_BTR,
RM3_BOOTER, RM3_FRM, RM3_FIRMWARE,
CINEO_SHUTTER_BTRme%IIMFS) orf%ol;InUTTER_BOOTER,

X

CINEO_SHUTTER_FRM, and CINEO_SHUTTER_FIRMWARE.
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Parameter Meaning

-F Force the download, that means even if the specified files are older than
the currently loaded ones the download will be performed. Usually, the
download will not be started if the version that is to be loaded is already
loaded or if it is older than the loaded one.

-r Just prints the currently loaded versions on stdout, no download will be
started.

8.2.2 Return code

If the download or the task processed was successful or not is indicated by different return codes of the
CUl tool.

The following table shows all return codes defined:

Return code Meaning

0 The operation was completed successfully.

1 Invalid or unknown command line option or invalid configuration file.

2 No device found (the specified device name is unknown to the CUI tool).

3 Comparing the loaded firmware and the file versions failed. This error may occur only if

forceDownload is set to false.

4 An error occurred during file download.
5 A general or unknown error occurred.
100 Firmware download was aborted as the device has already loaded this appropriate
firmware.
8.2.3 Samples

With LoadUltil, additional scripts are provided, which can be found under <LoadUltil installation
directory>/cuitool for all supported devices.

These scripts reuse the Loadutil-startup-script, which conditionally starts the SimpleFWUTool or the
CUITool. DieboldNixdorf.com

Note: Some of these scripts are ready to use, others are pointing to non-existing files, but they all give
a good introduction how the CUI tool scripts and configuration files work.
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9 Appendix

9.1 End-user license agreement

End-User License Agreement
LoadUtil

IMPORTANT - READ CAREFULLY

This End User License Agreement ("EULA") is a legal agreement between the licensee, either an
individual or a single entity (“you”) and Wincor Nixdorf International GmbH (“Diebold Nixdorf”) for the
Diebold Nixdorf Software that accompanies this EULA as well as possibly associated media, related
documentation, and Internet-based services ("Software"). An amendment or addendum to this EULA
may accompany the Software. YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA BY
DOWNLOADING, INSTALLING, COPYING, OR USING THE SOFTWARE. DO NOT INSTALL, COPY,
OR USE THE SOFTWARE, IF YOU DO NOT AGREE.

1. GRANT OF LICENSE.
Intellectual property rights in the Software are owned by Diebold Nixdorf and made available to you

under a restricted license as set out in this EULA. Any rights not expressly granted are reserved by
Diebold Nixdorf.

Diebold Nixdorf grants you the following rights provided that you comply with all terms and conditions of
this EULA:

¢ Diebold Nixdorf grants you a non-exclusive, non-transferable right to permanent use of the Software
only in conjunction with hardware products from Diebold Nixdorf. Use of the Software in conjunction
with non-Diebold Nixdorf hardware products is not permitted hereunder.

¢ You may copy the Software for data protection, archiving and backup purposes. However, only the
strictly necessary amount of backup copies may ever be stored.

¢ You may enhance the Software with third party software via the defined interfaces.

¢ In case you received the Software together with hardware of Diebold Nixdorf, you may only transfer
the right of use granted to you to a third party only in full and together with ownership of the
hardware supplied with it and/or ownership of the original data carrier supplied by Diebold Nixdorf
and only in full acknowledge of this EULA by the third party.

2. OTHER RIGHTS AND LIMITATIONS.
You hereby expressly guarantee that you will not copy, modify, rent, sale, distribute or transfer any part
of the Software except within the scope of the rights of use granted within this EULA.

3. RESERVATION OF RIGHTS AND OWNERSHIP.

Diebold Nixdorf or its suppliers own the title, copyright, and Oﬁhﬁﬁ m’ggllectual property rights in the
Software. The Software is protected by copyright and other mtellectual property laws and treaties.
Diebold Nixdorf reserves all rights not expressly granted to you in this EULA. This EULA does not grant
you any rights to trademarks of Diebold Nixdorf.
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4. USER RESTRICTIONS.

You may not decompile, disassemble, or reverse engineer the Software, except and only to the extent
that such activity is expressly permitted by applicable law notwithstanding this limitation.

You may not rent, lease, lend or provide commercial hosting services with the Software.

5. DISCLAIMER.

You may reach third-party sites through the usage of the Software or associated media or services.
Diebold Nixdorf does not control third-party sites and Diebold Nixdorf is not responsible for the contents
of any third-party sites, any links contained in third-party sites, or any changes or updates to third-party
sites. Diebold Nixdorf is providing these links and access to third-party sites and services to you only as
a convenience, and the inclusion of any link or access does not imply an endorsement by Diebold
Nixdorf of the third-party site or service.

6. ADDITIONAL SOFTWARE/SERVICES.

This EULA applies to updates, enhancements, add-on components, or Internet-based services
components, of the Software that Diebold Nixdorf may provide to you or make available to you after the
date you obtain your initial copy of the Software, unless they are accompanied by separate terms. For
the avoidance of this EULA does not provide any binding obligation for Diebold Nixdorf for the delivery of
any future update, upgrade, or new releases. Diebold Nixdorf reserves the right to discontinue any
Internet-based services provided to you or made available to you through the use of the Software.

7. TERMINATION.

This EULA is effective from the date on which the Software is downloaded by you until terminated.
Diebold Nixdorf may terminate the license granted to you under this EULA by written notice at any time
without stating a reason. Diebold Nixdorf shall have the right to immediately terminate the license of use
under this EULA for cause in case you fail to comply with any provision of this Agreement, and you do
not cure the relevant breach within a reasonable time frame after written notification of Diebold Nixdorf.
Upon termination, you must immediately destroy all copies of the Software or return all copies of the
Software to Diebold Nixdorf.

8. EXCLUSION OF WARRANTIES.

To the maximum extent permitted by applicable law, Diebold Nixdorf and its suppliers or its resellers
provide the Software and support services (if any) AS IS AND WITH ALL FAULTS, and hereby disclaim
all other warranties and conditions, whether express, implied or statutory, including, but not limited to,
any (if any) implied warranties, duties or conditions of merchantability, of fithess for a particular purpose,
of reliability or availability, of accuracy or completeness of responses, of results, of workmanlike effort, of
lack of viruses, and of lack of negligence, all with regard to the Software, and the provision of or failure
to provide support or other services, information, software, and related content through the Software or
otherwise arising out of the use of the Software. ALSO, THERE IS NO WARRANTY OR CONDITION
OF TITLE, QUIET ENJOYMENT, QUIET POSSESSION, CONCORDANCE TO DESCRIPTION OR
NON-INFRINGEMENT WITH REGARD TO THE SOFTWARE. Modifications and amendments to the
Software may occur without notice.

9. EXCLUSION OF INCIDENTAL, CONSEQUENTIAL AND CERTAIN OTHER DAMAGES.

IN NO EVENT SHALL DIEBOLD NIXDORF OR ITS SUPPLIERS OR RESELLER BE LIABLE FOR ANY
INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, INDIRECT, OR CONSEQUENTIAL DAMAGES
WHATSOEVER (INCLUDING, BUT NOT LIMITED TO, DAMAGE®FER LOSS OF PROFITS OR
CONFIDENTIAL OR OTHER INFORMATION, FOR BUSINESS INTERRUPTION, FOR PERSONAL
INJURY, FOR LOSS OF PRIVACY, FOR FAILURE TO MEET ANY DUTY INCLUDING OF GOOD
FAITH OR OF REASONABLE CARE, FOR NEGLIGENCE, AND FOR ANY OTHER PECUNIARY OR
OTHER LOSS WHATSOEVER) ARISING OUT OF OR IN ANY WAY RELATED TO THE USE OF OR
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INABILITY TO USE THE SOFTWARE, THE PROVISION OF OR FAILURE TO PROVIDE SUPPORT
OR OTHER SERVICES, INFORMATON, SOFTWARE, AND RELATED CONTENT THROUGH THE
SOFTWARE OR OTHERWISE ARISING OUT OF THE USE OF THE SOFTWARE, OR OTHERWISE
UNDER OR IN CONNECTION WITH ANY PROVISION OF THIS EULA, EVEN IN THE EVENT OF THE
FAULT, TORT (INCLUDING NEGLIGENCE), MISREPRESENTATION, STRICT LIABILITY, BREACH
OF CONTRACT OR BREACH OF WARRANTY OF DIEBOLD NIXDORF OR ANY SUPPLIER, AND
EVEN IF DIEBOLD NIXDORF OR ANY SUPPLIER HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

10. LIMITATION OF LIABILITY AND REMEDIES.

Notwithstanding any damages that you might incur for any reason whatsoever (including, without
limitation, all damages referenced herein and all direct or general damages in contract or anything else),
the entire liability of Diebold Nixdorf and any of its suppliers or resellers under any provision of this
EULA and your exclusive remedy hereunder shall be limited to the greater of the actual damages you
incur in reasonable reliance on the Software but in maximum up to the amount actually paid by you for
the Software. The foregoing limitations and exclusions shall apply to the maximum extent permitted by
applicable law, even if any remedy fails its essential purpose.

11. APPLICABLE LAW.

This EULA is governed by the laws of the Federal Republic of Germany. The application of the United
Nations Convention of Contracts for the International Sale of Goods is expressly excluded. Place of
Jurisdiction is Dusseldorf, Germany.

12. ENTIRE AGREEMENT; SEVERABILITY.

This EULA (including any addendum or amendment to this EULA which accompanies the Software) is
relating to the Software and the support services (if any) the entire agreement between you and Diebold
Nixdorf. It supersedes all prior or contemporaneous oral or written communications, proposals, and
representations with respect to the Software or any other subject matter covered by this EULA. To the
extent the terms of any Diebold Nixdorf policies or programs for support services conflict with the terms
of this EULA, the terms of this EULA shall precede. If any provision of this EULA is held to be void,
invalid, unenforceable, or illegal, the other provisions shall continue in full force and effect.

DieboldNixdorf.com
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